
ISOS is a comprehensive managed security service that enables your 
organisation to address key challenges and business objectives by 
providing dedicated cyber security resources and expert guidance.  
ISOS provides you with the flexibility to choose from Bridewell’s range 
of Cyber and Data Privacy services to ensure you are leveraging the 
services which will deliver the most value to your organisation.

Information Security Office as a Service (ISOS)

Call the Bridewell team on 03303 110 940 or email hello@bridewell.com bridewell.com

Value and Benefit

A Unified Offering
Leverage the full range of Bridewell’s cyber security and data privacy services to 
support business goals and tackle ever-evolving cyber threats.

Support Internal Staff 
Reduce the workload and burden on your internal staff members so they can 
focus on other tasks.

Expert Insight and Advice 
Gain insight and advice from a range of cyber security and data privacy experts.

Improved Return on Investment
Get more value our of your security investment through accessing a wider range 
of services and avoiding the costs of recruiting and running a full in-house 
information security team.

Efficient Management
Easily manage the activities within your ISOS engagement, the time associated 
with those activities and the overall cost for these services.

Flexibility
Choose a duration for your ISOS engagement that that aligns with your 
requirements, from as short as 52 days a year up to 150+ days a year.

ISOS Process

Assess
Bridewell will provide a lead consultant who will work alongside your business 
to understand your key challenges and business objectives, what services and 
solutions are available in-house and what additional services are needed to 
achieve your goals.

Plan
With the right ISOS approach defined, your lead consultant with then develop  
a plan that maps out how and when services will be delivered and key  
milestones reached. 

Support
Your lead consultant will then implement the plan and deliver the agreed services 
and leveraging additional resource from the wider Bridewell team as needed. 

Review
At the end of the engagement, your lead consultant will review the overall 
engagement against the stated objectives and provide the option to continue 
your ISOS service. 



Example ISOS Engagement (3 Years) ISOS or Virtual CISO?

Year 1 (52-day agreement)
• Cyber Maturity Assessment
• Initial Policy Creation
• Penetration Test
• Threat Intelligence Support

Year 2 (100-day agreement):
• ISMS Implementation and Certification
• Data Privacy Maturity Assessment
• Incident Response Test
• Penetration Test
• Threat Intelligence Support

Year 3 (70-day agreement):
• Ongoing ISMS Management 
• Cloud Security Posture Assessment
• Vulnerability Management Support
• Penetration Test
• Threat Intelligence Support

Virtual CISO ISOS

A single Senior Security Professional. A lead consultant who provides all the benefits of 
a CISO.

Reports to the board/ senior management and supports 
direction of information security. 

A lead consultant who works as an integrated part 
of your team and provides access to wider Bridewell 
services.

Activities limited to security management, including 
reporting on security performance, creation of strategy 
and managing governance activities.

Activities can be customised as needed, depending on 
specific requirements and goals.

Requires additional resources to support the security 
function and business as usual (BAU) activities.

Access to 150+ expert staff and SOC, Data Privacy, 
Penetration Testing and Cyber Consultancy services.

Call the Bridewell team on 03303 110 940 or email hello@bridewell.com bridewell.com
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Compliance
Expertise

Cyber Security
Consultancy

Technical
Consultancy

Vulnerability
Management

Penetration 
Testing Expertise

ISO27001

PSN / HMG

PCI DSS - QSA

NIS Regulations

SOC 2

ASSURE Cyber Audits

CIS 20 Controls

Cloud Controls Matrix

ISO22301

NCSC Consultancy

Cloud Security

Security Architecture

Cyber Risk Services

OT Cyber Services

Project Security

Policy Development

Strategy and TOM

Risk Management

DevSecOps

Incident Response

Microsoft Azure

Microsoft O365

Amazon Web Services

Network Security

ICS & PLC Security

Automation

Compliance as Code

Vulnerability Mgmt

Web App Scanning

OT Vulnerability Mgmt

Defender XDR

TenableIO

Source Code Analysis

Software Control

Container Security

CI/CD Security

Red Team Assessment

Web Application

IOT and OT Testing

Infrastructure Testing

Mobile Applications

Cloud Infrastructure

Software Analysis

Phishing Assessments

Purple Team

Data Privacy
Professionals

DPO as a Service

Breach Response

Maturity Assessment

GDPR Gap Analysis

E-Privacy & PECR

Cookie Compliance

OneTrust Experts

E-Discovery & SAR

Policy Development

ISOS SERVICE CAPABILITIES

ISOS Service Capabilities Overview


